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When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 

Introduction
This CR proposes a new <mgmtObj> specialization to store general credentials for a device. 
In addition to, for example, network identification and authentication, a device might also need credentials to authenticate with third party components such as message broker or an additional non-oneM2M backend components which are out-of-scope of the common oneM2M Mca communication specification. Beside the already available specializations, for example for OAuth2, storing simple username/password combinations or tokens are currently not supported. Though it is recommended to utilize more modern authentication schemes, basic or token-based authentication is still widely used in legacy installations, and in installations that cannot afford or utilize an operated trust infrastructure.
The following diagram shows the general flow. An AE on an ADN requires credentials to access services on a non-oneM2M service. A CSE stores the credentials for that ADN together with other management information and makes them available via Mca. The usual oneM2M security and access methods do apply here, though an implementation may choose to store credentials in a more secure way.
[image: ]
A similar <flexContainer> specialization is specified in TS-0023, 5.3.1.27 “credentials”. That specialization may be added or referenced to <flexContainer> - based device management in TS-0023 to provide the same functionality as well. This would be for another CR.

Changes 1, 2, 3, 4 and 5 present the necessary changes for TS-0022, Field Device Configuration. Change 3 is provided under the assumption that the shortname tables are not integrated in TS-0004, yet.
Changes 6 provides a new mgmtDefinition value for the specialization for TS-0004, Table 6.3.4.2.22 1: Interpretation of mgmtDefinition. In addition to that it also provides missing mgmtDefinition values for the [wifiClient] and [OAuth2Authentication] specializations.
Change 7 provides an update of TS-0001, Table 9.6.1.2.1-1: <mgmtObj> Specializations. Again, in addition a missing entry for the [OAuth2Authentication] has been added as well.
Question: The TS-0022 mgmtObj specializations are not listed in TS-0001, Table 9.6.18-1: Child resources of <node> resource. But where are they, e.g. to state the cardinality.
Change 8 provides an XSD for the new specialization.


**********************  Start of Change 1   *****************************
[bookmark: _Toc445303071][bookmark: _Toc445390238][bookmark: _Toc447043322][bookmark: _Toc457494079][bookmark: _Toc459977178][bookmark: _Toc470164339][bookmark: _Toc470164921][bookmark: _Toc475715533][bookmark: _Toc479349331][bookmark: _Toc484070779][bookmark: _Toc505694666][bookmark: _Toc18565740]7.1.11	Resource [credentials]
This specialization of <mgmtObj> is used to store credentials on the client device.


Figure 7.1.11-1: Structure of [credentials] resource	Comment by Kraft, Andreas: This figure could be removed if and when all figures that represent resource structures are removed from TS-0022.
The [credentials] resource shall contain the child resources specified in table 7.1.11-1.
Table 7.1.11-1: Child resources of [credentials] resource
	Child Resources of [credentials]
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.8 of oneM2M TS-0001 [2] 



The [credentials] resource shall contain the attributes specified in table 7.1.11.-2
Table 7.1.11-2: Attributes of [credentials] resource
	Attributes of 
[wifiClient]
	Multiplicity
	RW/
RO/
WO
	Description

	resourceType
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2]. 

	resourceID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	resourceName
	1
	WO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	parentID
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	expirationTime
	1
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	accessControlPolicyIDs
	0..1 (L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	creationTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	lastModifiedTime
	1
	RO
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	labels
	0..1(L)
	RW
	See clause 9.6.1.3 of oneM2M TS-0001 [2].

	mgmtDefinition
	1
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].. This attribute shall have the fixed value 1029(credentials). 

	objectIDs
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	objectPaths
	0..1 (L)
	WO
	See clause 9.6.15 of oneM2M TS-0001 [2].

	description
	0..1
	RW
	See clause 9.6.15 of oneM2M TS-0001 [2].

	purpose
	0..1
	RW
	Indicates the intended use of this credentials set.

	credentialID
	0..1
	RW
	Indicates a username or credential ID for authentication.

	credentialSecret
	0..1
	RW
	Indicates a password or credential secret for authentication.

	credentialToken
	0..1
	RW
	Indicates a token for authentication.



********************* End of Change 1 *********************************


**********************  Start of Change 2   *****************************
[bookmark: _Toc18565767][bookmark: _Toc506990595][bookmark: _Toc506990693][bookmark: _Toc506991056][bookmark: _Toc506994237][bookmark: _Toc506994602][bookmark: _Toc522196508][bookmark: _Toc18565790]7.2.11 	Resource [credentials]
[bookmark: _Toc18565768]7.2.11.1 	Introduction
[bookmark: _Toc505696148]This specialization of <mgmtObj> is used to store credentials on the client device for authentications.
Table 7.2.11.1‑1: Data Type Definition of [credentials]
	Data Type ID
	File Name
	Note

	credentials
	DCFG-credentials-v4_0_0.xsd
	



[bookmark: _Toc505696149]Table 7.2.11.1‑2: Resource specific attributes of [credentials]
	Attribute Name
	Request Optionality 
	Data Type
	Default Value and Constraints

	
	Create
	Update
	
	

	mgmtDefinition
	M
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	1029 (credentials)

	objectIDs
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	

	objectPaths
	O
	NP
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	

	description
	O
	O
	See clause 7.4.15 of oneM2M TS-0004 [4]. 
	

	purpose
	O
	O
	xs:string
	

	credentialID
	O
	O
	xs:string
	

	credentialSecret
	O
	O
	xs:string
	

	credentialToken	Comment by Kraft, Andreas: Actually: token. But “token” is already the name of a resource type
	O
	O
	Xs:string
	


[bookmark: _Toc18565769]7.2.11.2 	Resource specific procedure on CRUD operations
[bookmark: _Toc505695710]When management is performed using technology specific protocols, the procedures defined in clause 7.4.15.2 of oneM2M TS-0004 [4] shall be used. There is no change from the generic procedures in clause 7.2.2 of oneM2M TS-0004 [4] for operations on this resource.

********************* End of Change 2 *********************************


[bookmark: _Toc506990597][bookmark: _Toc506990695][bookmark: _Toc506991058][bookmark: _Toc506994239][bookmark: _Toc506994604][bookmark: _Toc522196510][bookmark: _Toc18565792]**********************  Start of Change 3   *****************************

9.2	Common and Field Device Configuration specific oneM2M Resource attributes
In protocol bindings, resource attribute names shall be translated into short names of table 9.2-1 and in table 8.2.3-1 of oneM2M TS-0004 [4].
Table 9.2-1: Common and Field Device Configuration specific oneM2M Attribute Short Names 
	Attribute Name
	Occurs in
	Short Name
	Notes

	resourceType
	All
	ty
	Defined in oneM2M TS-0004 [4].

	resourceID
	All
	ri
	Defined in oneM2M TS-0004 [4].

	resourceName
	All
	rn
	Defined in oneM2M TS-0004 [4].

	parentID
	All
	pi
	Defined in oneM2M TS-0004 [4].

	expirationTime
	All
	et
	Defined in oneM2M TS-0004 [4].

	creationTime
	All
	ct
	Defined in oneM2M TS-0004 [4].

	labels
	All
	lbl
	Defined in oneM2M TS-0004 [4].

	lastModifiedTime
	All
	lt
	Defined in oneM2M TS-0004 [4].

	description
	All
	dc
	Defined in oneM2M TS-0004 [4].

	mgmtDefinition
	All
	mgd
	Defined in oneM2M TS-0004 [4].

	objectIDs
	All
	obis
	Defined in oneM2M TS-0004 [4].

	objectPaths
	All
	obps
	Defined in oneM2M TS-0004 [4].

	mgmtLink
	All
	cmlk
	Defined in oneM2M TS-0004 [4].

	CSE-ID
	registration
	csi
	Defined in oneM2M TS-0004 [4].

	CSEBase
	registration
	cb
	Defined in oneM2M TS-0004 [4].

	originatorID
	registration
	oid
	

	pointOfAccess
	registration
	poa
	

	appID
	registration
	apid
	

	externalID
	registration
	eid
	

	triggerRecipientID
	registration
	tri
	

	containerPath
	dataCollection
	cntp
	

	reportingSchedule
	dataCollection
	rpsc
	

	measurementSchedule
	dataCollection
	mesc
	

	SUID
	authenticationProfile
	suid
	

	TLSCiphersuites
	authenticationProfile
	tlcs
	

	symmKeyID
	authenticationProfile
	aski
	

	symmKeyValue
	authenticationProfile
	skv
	

	MAFKeyRegLabels
	authenticationProfile
	mkrl
	

	MAFKeyRegDuration
	authenticationProfile
	mkrd
	

	mycertFingerprint
	authenticationProfile
	mcfp
	

	rawPubKeyID
	authenticationProfile
	rpki
	

	SUIDs
	myCertFileCred
	suids
	

	myCertFileFormat
	myCertFileCred
	mcff
	

	myCertFileContent
	myCertFileCred
	mcfc
	

	certFingerprint
	trustAnchorCred
	cfp
	

	URI
	trustAnchorCred
	uri
	Defined in oneM2M TS-0004 [4].

	fqdn
	MEFClientRegCfg,
MAFClientRegCfg
	fq
	Defined in oneM2M TS-0032 [9].

	adminFQDN
	MEFClientRegCfg, MAFClientRegCfg
	adfq
	Defined in oneM2M TS-0032 [9].

	httpPort
	MEFClientRegCfg, MAFClientRegCfg
	hpt
	Defined in oneM2M TS-0032 [9].

	coapPort
	MEFClientRegCfg, MAFClientRegCfg
	cpt
	Defined in oneM2M TS-0032 [9].

	websocketPort
	MEFClientRegCfg, MAFClientRegCfg
	wpt
	Defined in oneM2M TS-0032 [9].

	purpose
	credentials
	pur
	

	credentialID
	credentials
	crid
	

	credentialSecret
	credentials
	crse
	

	credentialToken
	credentials
	crtk
	



********************* End of Change 3 *********************************


**********************  Start of Change 4   *************************
[bookmark: _Toc506990598][bookmark: _Toc506990696][bookmark: _Toc506991059][bookmark: _Toc506994240][bookmark: _Toc506994605][bookmark: _Toc522196511][bookmark: _Toc18565793]9.3	Field Device Configuration specific oneM2M Resource types
In protocol bindings, resource type names of the <mgmtObj> specializations shall be translated into the short names of table 9.3-1.
Table 9.3-1: Field Device Configuration specific Resource Type Short Names
	Resource Type Name	Comment by Kraft, Andreas: Corrected typo in column header
	Short Name

	registration
	reg

	registrationAnnc
	regA

	dataCollection
	datc

	dataCollectionAnnc
	datcA

	authenticationProfile
	autp

	MAFClientRegCfg
	macrc

	MEFClientRegCfg
	mecrc

	myCertFileCred
	nycfc

	trustAnchorCred
	tTac	Comment by Kraft, Andreas: Corrected shortname along the other changes

	credentials	Comment by Kraft, Andreas: Also missing in this table are the definitions for wificlient and OAuth2Authentication (see gitlab issues). Shortnames need to be defined!
	crds



********************* End of Change 4 *********************************



**********************  Start of Change 5   *************************

[bookmark: _Toc506990590][bookmark: _Toc506990688][bookmark: _Toc506991051][bookmark: _Toc506994232][bookmark: _Toc506994597][bookmark: _Toc522196503][bookmark: _Toc18565785]8.1.3.3	Management using the Mcc reference point
Once M2M Service Layer operation is established between the AE or CSE and the Registrar/Hosting CSE, <mgmtObj> resources may be managed using the Mcc reference point by the AE or CSE subscribing to receive changes to the <mgmtObj> resource using the subscription procedures defined in clause 10.2.11 of oneM2M TS-0001 [2]. Establishment of the M2M Service Layer operations includes actions such as establishing the appropriate security associations and registration of the CSEs and AEs.
While not mentioned in clause 6.1 of the present document, <mgmtObj> specializations may be announced depending on the <mgmtObj> specialization type.
The following <mgmtObj> specializations specified in the present document are announceable (i.e. announceable variants of this resource type are defined in the XSD of the respective <mgmtObj> specialization):
[registration], [dataCollection]
The following <mgmtObj> specializations specified in the present document are not announceable (i.e. announceable variants of this resource type are not defined in the XSD of the respective <mgmtObj> specialization):
	[authenticationProfile], [myCertFileCred], [trustAnchorCred], [MAFClientRegCfg], [MEFClientRegCfg], [OAuth2Authentication], [wificlient], [credentials]
[image: ]
Figure 8.1.3.3-1: Management using the Mcc reference point
1. Once M2M Service Layer operation is established, the AE or CSE on the ASN/MN/ADN node subscribes to the <mgmtObj> resource which is associated with the specific M2M Application functionality creating <subscription> resource. 
1) When the Configurator AE creates, updates or delete the <mgmtObj> resource, the Configuration AE issues a request on the <mgmtObj> resource.
2) The Hosting CSE for the <mgmtObj> resource performs the operation on the resource as Receiver.
3) The Hosting CSE notifies the subscribed AE or CSE as the subscribed event message.
4) The AE or CSE configures the M2M Application on the ASN/MN or ADN node.
********************* End of Change 5 *********************************


	


**********************  Start of Change 6 (for TS-0004)   *************************
[bookmark: _Toc526862034][bookmark: _Toc526977526][bookmark: _Toc527972174][bookmark: _Toc528060084][bookmark: _Toc4147778][bookmark: _Toc68558913]6.3.4.2.22	m2m:mgmtDefinition
This is used in the <mgmtObj> resource.
[bookmark: _Toc526954865][bookmark: _Toc21706601][bookmark: _Toc68558333]Table 6.3.4.2.22‑1: Interpretation of mgmtDefinition
	Value
	Interpretation
	Note

	1001
	[firmware]
	

	1002
	software
	

	1003
	memory
	

	1004
	areaNwkInfo
	

	1005
	areaNwkDeviceInfo
	

	1006
	battery
	

	1007
	deviceInfo
	

	1008
	deviceCapability
	

	1009
	reboot
	

	1010
	eventLog
	

	1011
	cmdhPolicy
	

	1012
	activeCmdhPolicy
	

	1013
	cmdhDefaults
	

	1014
	cmdhDefEcValue
	

	1015
	cmdhEcDefParamValues
	

	1016
	cmdhLimits
	

	1017
	cmdhNetworkAccessRules
	

	1018
	cmdhNwAccessRule
	

	1019
	cmdhBuffer
	

	1020 
	registration
	Note 2

	1021
	dataCollection
	Note 2

	1022
	authenticationProfile
	Note 2

	1023
	myCertFileCred
	Note 2

	1024
	trustAnchorCred
	Note 2

	1025
	MAFClientRegCfg
	Note 2

	1026
	MEFClientRegCfg
	Note 2

	1027
	OAuth2Authentifcation
	Note 2

	1028	Comment by Kraft, Andreas: Adding these mgmtDefinitions corrects the missing definitions for these mgmtDefinitions in TS-0004
	wificlient
	Note 2

	1029
	credentials
	Note 2

	0
	Self-defined
	Permits vendor-specific XML schema definition

	NOTE 1:	See clause 7.4.15 mgmtObj.
NOTE 2:	These mgmtObj specializations are defined in oneM2M TS-0022 [38].



********************* End of Change 6 *********************************


**********************  Start of Change 7 (for TS-0001)  *************************
[bookmark: _Toc445302707][bookmark: _Toc445389874][bookmark: _Toc447042931][bookmark: _Toc457493691][bookmark: _Toc459976790][bookmark: _Toc470163971][bookmark: _Toc470164553][bookmark: _Toc475715162][bookmark: _Toc479348964][bookmark: _Toc484070412][bookmark: _Toc64040066][bookmark: _Toc66213079]9.6.1.2.1	Specializations of <mgmtObj>
Table 9.6.1.2.1-1 lists specializations of the <mgmtObj> resource type in which the mgmtDefinition attribute contains an enumerated value that provides further definition of the resource.
Table 9.6.1.2.1-1: <mgmtObj> Specializations
	Resource specialization 
	Short Description
	Child Resource Types
	Parent Resource Types
	Clause

	[bookmark: OLE_LINK15][bookmark: OLE_LINK18]activeCmdhPolicy
	Provides a link to the currently active set of CMDH policies
	None specified
	node
	D.12.1

	areaNwkDeviceInfo
	Provides information about the Node in the M2M Area Network
	subscription
	node
	D.6

	areaNwkInfo
	Describes the list of Nodes attached behind the MN node and its physical or underlying relation among the nodes in the M2M Area Network
	subscription
	node
	D.5

	battery
	Provides the power information of the node (e.g. remaining battery charge)
	subscription
	node
	D.7

	cmdhBuffer
	Defines CMDH buffer usage limits
	subscription
	cmdhPolicy
	D.12.8

	cmdhDefaults
	Defines CMDH default values
	cmdhDefEcValue, cmdhEcDefParamValues
subscription
	cmdhPolicy
	D.12.2

	cmdhEcDefParamValues
	Represent a specific set of default values for the CMDH related parameters
	subscription
	cmdhDefaults
	D.12.4

	cmdhDefEcValue
	Defines a value for the Event Category parameter of an incoming request when it is not defined
	subscription
	cmdhDefaults
	D.12.3

	cmdhLimits
	Defines limits for CMDH related parameter values
	subscription
	cmdhPolicy
	D.12.5

	cmdhNetworkAccessRules
	Defines rules for the usage of underlying networks
	cmdhNwAccessRule,
subscription
	cmdhPolicy
	D.12.6

	cmdhNwAccessRule
	Defines a rule for the usage of underlying networks
	subscription
	cmdhNetworkAccessRules
	D.12.7

	cmdhPolicy
	A set of rules defining which CMDH parameters will be used by default
	cmdhDefaults, cmdhLimits, cmdhNetworkAccessRules, cmdhBuffer, 
subscription
	node
	D.12

	deviceCapability
	Contains information about the capability supported by the Node
	subscription
	node
	D.9

	deviceInfo
	Contains information about the identity, manufacturer and model number of the device
	subscription
	node
	D.8

	eventLog
	Contains information about the log of events of the Node
	subscription
	node
	D.11

	firmware
	Provides information about the firmware of the Node (e.g. name, version)
	subscription
	node
	D.2

	memory
	Provides the memory (typically RAM) information of the node (e.g. the amount of total volatile memory)
	subscription
	node
	D.4

	reboot
	Used to reboot or reset the Node
	subscription
	node
	D.10

	software
	Provides information about the software of the Node
	subscription
	node
	D.3

	registration
	To convey the service layer configuration information
	subscription
	node
	7.1 in [10]

	dataCollection
	To convey the application configuration information
	subscription
	node
	7.2 in [10]

	authenticationProfile
	To convey the configuration information regarding establishing mutually-authenticated secure communications
	subscription
	node
	7.1 in [10]

	myCertFileCred
	To configure a certificate or certificate chain
	subscription
	authenticationProfile
	7.1 in [10]

	trustAnchorCred
	To identify a trust anchor certificate for validation of certificates
	subscription
	authenticationProfile
	7.1 in [10]

	MAFClientRegCfg
	To convey instructions regarding the MAF Client Registration procedure
	subscription
	authenticationProfile
	7.1 in [10]

	wifiClient
	To set up configuration of WiFi connection on the client device.
	subscription
	node
	7.1 in [10]

	Storage
	To manage available storage memory on the device
	subscription
	node
	D.13

	OAuth2Authentication	Comment by Kraft, Andreas: Add previously missing definition
	To store access token and refresh token used in OAuth2 security protocol
	subscription
	node
	7.1 in [10]

	credentials
	To store credentials on the client device for authentications
	Subscription
	node
	7.1 in [10]


********************* End of Change 7 *********************************




**********************  Start of Change 8 (XSD)   *****************************

<?xml version="1.0" encoding="UTF-8"?>
<!-- 
Copyright Notification

The oneM2M Partners authorize you to copy this document, provided that you retain all copyright and other proprietary notices 
contained in the original materials on any copies of the materials and that you comply strictly with these terms. 
This copyright permission does not constitute an endorsement of the products or services, nor does it encompass the granting of 
any patent rights. The oneM2M Partners assume no responsibility for errors or omissions in this document. 
© 2017, oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC). All rights reserved.

Notice of Disclaimer & Limitation of Liability 

The information provided in this document is directed solely to professionals who have the appropriate degree of experience to understand 
and interpret its contents in accordance with generally accepted engineering or other professional standards and applicable regulations. 
No recommendation as to products or vendors is made or should be implied. 

NO REPRESENTATION OR WARRANTY IS MADE THAT THE INFORMATION IS TECHNICALLY ACCURATE OR SUFFICIENT OR CONFORMS TO ANY STATUTE, 
GOVERNMENTAL RULE OR REGULATION, AND FURTHER, NO REPRESENTATION OR WARRANTY IS MADE OF MERCHANTABILITY OR FITNESS FOR ANY 
PARTICULAR PURPOSE OR AGAINST INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS. 
NO oneM2M PARTNER TYPE 1 SHALL BE LIABLE, BEYOND THE AMOUNT OF ANY SUM RECEIVED IN PAYMENT BY THAT PARTNER FOR THIS DOCUMENT, WITH RESPECT TO 
ANY CLAIM, AND IN NO EVENT SHALL oneM2M BE LIABLE FOR LOST PROFITS OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES. 
oneM2M EXPRESSLY ADVISES ANY AND ALL USE OF OR RELIANCE UPON THIS INFORMATION PROVIDED IN THIS DOCUMENT IS AT THE RISK OF THE USER.

-->

<xs:schema xmlns="http://www.w3.org/2001/XMLSchema" targetNamespace="http://www.onem2m.org/xml/deviceConfig" 
    xmlns:m2m="http://www.onem2m.org/xml/protocols" 
    xmlns:dcfg="http://www.onem2m.org/xml/deviceConfig" 
    xmlns:xs="http://www.w3.org/2001/XMLSchema"
    elementFormDefault="unqualified" attributeFormDefault="unqualified">
	
    <xs:import namespace="http://www.onem2m.org/xml/protocols" schemaLocation="CDT-subscription-v3_8_0.xsd" />
    <xs:import namespace="http://www.onem2m.org/xml/protocols" schemaLocation="CDT-commonTypes-v3_8_0.xsd" />
	
	
    <xs:element name="credentials" substitutionGroup="m2m:sg_mgmtResource">
        <xs:complexType>
            <xs:complexContent>
                <!-- Inherit Common Attributes from data type "mgmtResource" -->
                <xs:extension base="m2m:mgmtResource">
                    <!-- Resource Specific Attributes -->
                    <xs:sequence>
                        <xs:element name="purpose" type="xs:string" minOccurs="0"/>
                        <xs:element name="credentialID" type="xs:string" minOccurs="0"/>
                        <xs:element name="credentialSecret" type="xs:string" minOccurs="0"/>
                        <xs:element name="credentialToken" type="xs:string" minOccurs="0"/>
           
                        <!-- Child Resources -->
                        <xs:choice minOccurs="0" maxOccurs="1">
                            <xs:element name="childResource" type="m2m:childResourceRef" maxOccurs="unbounded" />
                            <xs:element ref="m2m:subscription" maxOccurs="unbounded" />
                        </xs:choice>
                    </xs:sequence>
                </xs:extension>
            </xs:complexContent>
        </xs:complexType>
    </xs:element>
	
    <xs:element name="credentialsAnnc" substitutionGroup="m2m:sg_announcedMgmtResource">
        <xs:complexType>
            <xs:complexContent>
                <!-- Inherit Common Attributes from data type "announcedMgmtResource" -->
                <xs:extension base="m2m:announcedMgmtResource">
                     <!-- Resource Specific Attributes -->
                     <xs:sequence>
                        <xs:element name="purpose" type="xs:string" minOccurs="0"/>
                        <xs:element name="credentialID" type="xs:string" minOccurs="0"/>
                        <xs:element name="credentialSecret" type="xs:string" minOccurs="0"/>
                        <xs:element name="credentialToken" type="xs:string" minOccurs="0"/>
						
                        <!-- Child Resources -->
                        <xs:choice minOccurs="0" maxOccurs="1">
                            <xs:element name="childResource" type="m2m:childResourceRef" maxOccurs="unbounded" />
                            <xs:element ref="m2m:subscription" maxOccurs="unbounded" />
                        </xs:choice>
                    </xs:sequence>
                </xs:extension>
            </xs:complexContent>
        </xs:complexType>
    </xs:element>
</xs:schema>

********************* End of Change 8 *********************************
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